
Cloud Controls Matrix (CCMTM) - 
Foundation Course

cloudsecurityalliance.org/training

The industry leading control framework solely dedicated to 
cloud security. 

Security professionals learning how to leverage the Cloud 
Controls Matrix can develop a baseline security posture for 
their organization and build a security and compliance 
program  across their vendor ecosystem.
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Cloud Controls Matrix (CCM) - Foundation Course

The Cloud Security Alliance (CSA) Cloud Controls Matrix 
(CCM) is a cloud security controls framework. CCM is 
specifically designed to provide fundamental security 
principles that guide cloud service vendors toward the 
most secure practices and to assist prospective cloud 
customers in assessing the overall security posture of 
cloud providers.

As a framework, the CCM provides organizations with the 
needed structure, detail and clarity needed to operate 
confidently and securely in cloud computing 
environment. The CCM strengthens existing information 
security control environments by emphasizing business 
information security control requirements, reduces and 
identifies consistent security threats and vulnerabilities 
in the cloud, provides standardized security and 
operational risk management, and seeks to normalize 
security expectations, cloud taxonomy and terminology, 
and security measures implemented in the cloud.

The CCM provides a means of systematic assessment of 
controls that gives a detailed understanding of security 
concepts and principles that are aligned with the 14 
domains of the CSA Security Guidance For Critical Areas 
of Focus In Cloud Computing (Security Guidance).

The foundations of the CCM rest on its customized 
relationship to other industry-accepted security 
standards, regulations, and control frameworks such as 
the ISO 27001/27002, ISACA COBIT, PCI, NIST SP 800-53, 
Jericho Forum and NERC CIP and will augment or provide 
internal control direction for service organization control 
reports attestations provided by cloud providers.

CCM Foundation provides:

•  Guidance through the characteristics and capabilities 
of the CSA’s cloud tool sets
•  Integrations with other industry cloud tool sets 
Combinations for side-by-side provider comparisons
•  Suggestions for streamlining cloud approval/adoption 
processes

•  Introductions to:
 •  Consensus Assessments Initiative   
 Questionnaire (CAIQ):The CAIQ is based on  
 the CCM and is a further extension of the CSA  
 Security Guidance.  CAIQ provides a set of yes or  
 no questions that assess adherence to the   
 controls listed in CCM.  With the CAIQ, cloud   
 service providers can check their own security  
 against a set of widely accepted and thoroughly  
 vetted cloud related security controls. The CAIQ  
 gives cloud service consumers a uniform basis  
 upon which analize how cloud providers are   
 addressing common cloud security concerns.

 •  CSA Security, Trust & Assurance Registry  
 (STAR): The industry’s most powerful program  
 for security assurance in the cloud. STAR   
 encompasses key principle of transparency,   
 rigorous auditing and harmonization of   
 standards. Vendors listed in the registry are   
 providing a means by which consumers can gain  
 a clear understanding of the vendors security   
 posture as it relates to cloud security controls.  
 Using the CAIQ, vendors can self submit their   
 own assessments to the registry to achieve   
 public visibility for their security posture.   
 Certifications and Attestations listings in the   
 registry are confirmation by third party audits of  
 a vendor’s cloud security posture.

Who should take this course?

•  Cloud Providers 
•  Cloud Customers 
Cloud Vendors
•  IT Auditors 
•  Regulators 
•  Security Solution Providers 
•  Information Security Professionals; and 
•  Other key stakeholders involved with instrumenting and 
assessing both private and public clouds against industry 
established best practices, standards and critical compliance 
requirement 
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Class Overview
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Module 1: Introduction to Cloud

•  Introduction to Cloud Terminology
•  Cloud Characteristics
•  Cloud Service and Deployment Models 
•  Cloud Architecture • Cloud Taxonomy 
•  CSA Cloud Reference Model 

Module 2: Introduction & Purpose 
of CCM 

•  About the Cloud Security Alliance
•  Introduction to CCM 
•  Purpose of CCM 
•  Key features of CCM 
•  CCM and the Cloud Security Guidance 
•  Target audience of their respective usages of CCM 
•  How control frameworks map to the CSA model 
•  Where does CCM fit into the GRC Stack 
•  How CCM is used in the real world 
•  Notable CCM adopters

Module 3: CCM Structure 

•  CCM Domains - General Introduction 
•  CCM Columns 
•  CCM Mapping methodology
•  2 specific Mappings as examples

Module 4: CCM Domains 

•  Definition of each CCM domain 
•  List of all controls per domain 
•  Detail on 2 controls per domain 
•  Implementation of controls 
•  Relating CCM to Risk 
•  Management concepts

Module 5: Introduction to CAIQ 
and STAR 

•  Introduction to CAIQ 
 •  Purpose and Objectives of CAIQ - How to use  
 CAIQ to verify/assess the implementation of CCM  
 controls 
 •  Qualitative review of CCM/CAIQ "responses" o
 •  CCM vs CAIQ 
 •  Relating CCM & CAIQ to Risk Management   
 Concepts
•  Introduction to STAR
 •  Assessment & Certifications 
 •  Assurance Levels Comparisons 
•  Using CAIQ/CCM in STAR Level 1 (Self-Assessment)
 •  Major Cloud players to achieve STAR   
 Self-Assessment 
 •  How to submit an entry 
 •  How to interpret an entry 
•  Using CAIQ/CCM in STAR Level 2 (Certification) 
 •  Certification Procedure 
 •  Certification Example - Auditing a Domain
•  Future of CCM: Aligning CCM with major standards 
•  Course Summary



Cloud Security Alliance
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Prerequisites 

Students don’t need to be compliance experts, but it will 
help to understand the interplay between risk, 
mitigations and controls. Also, some spreadsheet skills 
are necessary, though crib sheets will be available. In 
order to benefit from this course, the attendees should 
at least have and understanding of industry- accepted 
security standards, regulations and control frameworks. 
Students need to bring a laptop with Microsoft Excel.

How will students benefit from this 
course?

On completion of this training course, the attendee will 
be able to use CCM and CAIQ to:
•  Comply with fundamental cloud security principles 
and requirements included in relevant security 
standards and legislations 
•  Assess the security posture of their own company
Compare your organisation with competitors and 
industry benchmark
•  Assess the overall level of security offered by cloud 
providers
•  Build the necessary assessment processes for 
engaging with cloud providers 
•  Leverage the mapping with other over 30 
industry-accepted security standards, regulations, and 
controls frameworks to reduce audit complexity 
•  Students will leave this course with a physical copy of 
class notes and an understanding of the fundamentals 
of the CCM.

About CSA
The Cloud Security Alliance is the world’s leading organization dedicated to defining and raising awareness of best practices to help 
ensure a secure cloud computing environment. CSA harnesses the subject matter expertise of industry practitioners, associations, 
governments, and its corporate and individual members to offer cloud security-specific research, education, certification, events and 
products. CSA’s activities, knowledge and extensive network benefit the entire community impacted by cloud—from providers and 
customers, to governments, entrepreneurs and the assurance industry—and provide a forum through which diverse parties can 
work together to create and maintain a trusted cloud ecosystem.

About CSA
•  Not-for-profit association, launched in April 2009
•  Issued the first comprehensive best practices for secure cloud computing, “Security Guidance for Critical Areas of Focus for Cloud 
Computing”
•  Created th   e first and only user credential for cloud security, the Certificate of Cloud Security Knowledge (CCSK), named the top 
cloud computing certification by CIO.com only three years after its introduction
•  Created and maintains the Cloud Controls Matrix (CCM), the world’s only meta-framework of cloud-specific security controls, 
mapped to leading standards, best practices and regulations
•  Maintains a registry of cloud provider security practices, the CSA Security, Trust and Assurance Registry (STAR), and offers 
certification and attestation


